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INOJINTUKA Ob OBPABOTKE I].EPCOHAJI]:HLIX JAHHBIX

I. O0mue moI0XKeHN .

1.1. Hacrosimas Ilomutuka paszpaboTaHa B IEASX 3alUTHl NEPCOHAIBHBIX HAaHHBIX,
oOpabaTbiBaeMbIX B HHGOPMAIMOHHBIX CHCTEMaxX IIEPCOHANBHBIX JaHHBIX OO01acTHOrO
TOCYIapCTBEHHOTO Ka3eHHOro yupexaeHus «lleHTp moMomu neTsM, ocTaBmIIMCs 0e3
moriedyeHus poaurteneit, « OplIuHOE THE3I0», Aajee «YUpeKACHUE) OT HECAHKIIMOHUPOBAHHOIO
JIOCTYIIa, HEIIPABOMEPHOTO MX MCIIOJIE30BAHMS UM yTPATHL.

1.2. Tlonutuka omnpenenseT oOecrnedyeHHEe B COOTBETCTBUU C 3aKOHOJATEIBCTBOM
Poccuiickoit Deneparmn 06paGoTKH, XpaHEHNs U 3aluThl [lepCOHANIBHBIX IAHHBIX, @ TAKKE
NEPCOHATBHBIX JAaHHBIX, COJAEPKAITNXCS B JOKYMEHTaX, IOIY4YEeHHBIX U3 APYTUX OPraHU3aLdii, B
o0paIeHnsX rpaXkJiaH U WHbBIX CyOHhEeKTOB HepCOHAIBHBIX JaHHBIX.

1.3. TIlosmtuka paspaborana Ha ocHoBaHuu cT.24 Koucrurynuun P®, denepanbHoro
3akoHa P® «O nepcoHanbHBIX AaHHBIX» Ne 152-03 ot 27.07.2006 1., 3akoHa «O6 unopmanumy,
uHpopMarmaun W 3ammre uHPopmammm» Ne 149-®3 or 27.07.2006 r., IocraHoBneHus
[IpasutenscrBa Poccmiickoit ®emepaniu ot 01.11.2012 1. Nelll9 «OO6 yrBepxaeHUn
TpeOOBaHUI K 3alUTe NEePCOHANBHBIX JIaHHBIX OpH X 00paboTke B HHGOPMAIMOHHBIX
cucTeMax MePCOHATHHBIX JaHHBIX)», HOPMATHBHO-TIPABOBEIMM akTaMu Poccuiickoit ®enepanuu
B 00J1aCTH TPYAOBBIX OTHOIICHUH.

1.4. Hacrosmas llonmutrka yTBepKaaeTcs AUPEKTOPOM Y UpeKIeHUS.

1.5. W3menenns B IlonuTuky MOryT OBITH BHECEHBI B YCTAHOBJIICHHOM JACHCTBYIONIMM
3aKOHOJATEITBECTBOM TOPSKE.

1.6. B Hactosmieit [TomuTHKe HCITONB3YIOTCS CIIEAYIOIINE OCHOBHBIE IIOHATHSL:

1.6.1. IlepconanbHble naHHbie — JoOas uHGOpMAIUs, OTHOCSIIAsICS K ONpeaeieHHOMY
WIH OIpeNeNIseMOMY Ha OCHOBaHHMM Takod wHHpopMarmu ¢u3mdeckoMy Jmny (cyOBeKTy
[IEPCOHANBHBIX JTAHHBIX) — pa0OTHHUKY, aOUTYpHUEHTY, 00ydaroImeMycsl, BBITyCKHHUKY;

1.6.2 Onepatop — rocy1apCcTBEHHBIN OpraH, MyHUIMIAIBHBI OpraH, IOpAAMIECKOE UIIH
busnueckoe JNIO, OpraHusyiomue W (WIM) OCYIIECTBISIIOMEE OO0pabOTKy IEpCOHANBHBIX
JAHHBIX, a TaKXKe ONPeACIIAIONINe IeNIH U coiepuanne 06paboTKu NepcoOHaNbHBIX JaHHbIX;

1.6.3. O6paboTka IepcoHAIBHBIX JAHHBIX - ACHCTBUS (OIEpamyii) C NEPCOHAIBHBIMU
JIAHHBIMH, BKJIIOUas cOOp, CHCTEMATH3AINIO, HAKOIUIEHHE, XpaHEeHNne, YToUHeHne (0OHOBJICHUE,
U3MEHEHNe), HCIIOJNb30BaHKue, paclpocTpaHeHrne (B TOM 4YHCNe mepenady), oOe3nuuuBaHUE,
ON0KUpPOBAHKE, YHUYTONKEHHE IIEPCOHATBHEIX JAHHBIX;

1.6.4. PacnpocTpaHeHHE TIEpPCOHANBHBEIX JAHHBIX - JEHCTBUA, HalpaBlICHHBIE Ha
nepefady IEPCOHANLHBIX JAHHBIX ONpPEHEIeHHOMY Kpyry Juil (Iepefadya IEpCOHaNbHBIX
JIAHHBIX) WK Ha O3HAKOMJICHHE C MEPCOHATBHBIMU JAHHBIMU HEOTPaHWYEHHOTrO Kpyra JIHI], B
TOM 4HcIe OOHapOJOBaHHME IIEPCOHATBHBIX JAaHHBIX B CPEACTBAX MaccoBOH HHGpoOpManuwy,
pasMeleHe B HHPOPMAOHHO-TEIeKOMMYHUKAIIMOHHBIX CETIX MM NIPEI0CTaBICHUE AOCTya
K IIEPCOHAIBHBIM JAaHHBIM KaKUM-JIH0O0 UHBIM CIIOCOO0M;

1.6.5. UHcnonp3oBaHWe IEPCOHAIBHBIX JaHHBIX — JielcTBUSA  (omepanuu)
IIEPCOHANBHBIMY JTaHHBIMH, COBEpIIACMBbIE OHNEPATOPOM B LENAX IIPUHATHA PEIICHUH WM
COBEPLIEHUS] WHBIX JEWCTBHU, MOPOXKTAIOIIUX FOPHAWYECKHE ITOCIEACTBUS B OTHOIICHUU



CyOBEKTa IIePCOHANBHBIX JAHHBIX WIH z(pymx JUL 00 MHEIM 00pa3oM 3aTparkBaloNIuX IIpaBa
H CBOOOJIBI CyOBEKTA MEPCOHANBHBIX JAHHBIX MM JAPYTHX JIHIL,

1.6.6. BrokupoBanue MEPCOHANBHBIX MAHHBIX — BPEMEHHOE Ipekpauienue cOopa,
CHCTCMATH3AIINY, HAKOIJICHUS, HCIIOJIb30BAHUS, PACIPOCTPAHEHHUs NEPCOHANBHEIX NAHHEIX, B
TOM YHCIIE UX [Tepeaaul;

1.6.7. YEHUTOXCHHE NEPCOHANBHLIX JAHHBIX — JAEHCTBHSA, B pe3yNbTaTe KOTOPBIX
HEBO3MOXHO BOCCTAHOBHTE COJACPIKAHHE MEPCOHANBHBIX JIAHHBIX B MH(QOPMALIMOHHON CHCTEME
IIEPCOHATBHBIX ,I[aHHI)IX WK B PE3YNIBTATE KOTOPHIX YHHYTOXKAIOTCSA MaTepHAIbHBIE HOCHTEIH
[EPCOHAIBHBIX JAHHBIX;

1.6.8. OGe3nuunBaHWEe NEPCOHANBHBIX JAHHBIX — JCHCTBUS, B PE3yNBTAaTE KOTOPBIX
HEBO3MOXKHO OIPEAEIUTE NPUHAUICKHOCTh MEPCOHATBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY
IIEPCOHATBHBIX JIAHHBIX;

1.6.9. MiHdopmanvonHas cucTeMa MEPCOHANBHBIX IAHHBIX — HHPOPMALOHHAS CHCTEMA,
IIPEACTABISIONIAsE COOOH COBOKYIHOCTS TICPCOHANBHEIX TAHHBIX, COACPKAIMUXCS B 6ase NaHHBIX,
a TaKKe MHYOPMALMOHHBIX TEXHOJIOTHH ¥ TEXHUUECKHX CPE/ICTB, TIO3BOJISIONIMX OCYIIECTBISTE
00paboTKy TaKuX NMEpPCOHAIBHBIX JAHHBIX C MCTIONB30BAHHEM CPSACTB aBTOMATH3ANMY WK 6e3
HCHOJIB30BAHMUS TAKUX CPEJICTB;

1.6.10. KonuneHnnansHoCTh NEpCOHANBHBIX JaHHBIX — 00S3aTeNbHOe JUI COOMIONEHNS
OIICPATOPOM WM MHBIM IIOTYIUBIINM JOCTYI K IE€PCOHAIBHBIM JAHHBIM JIMIIOM TpeGOBaHHE He
AOMYCKaTh UX paclpocTpaHeHUe 0e3 cornacus cyObeKTa MepCOHANBHBIX AAHHBIX WA HAIMYUS
HHOTO 3aKOHHOT'O OCHOBAHMSI,

1.6.11. Tpancrpannynas mepejaya MepCOHATBHBIX TaHHBIX — Iepefaya TIEpCOHANBLHEIX
AQHHBIX OLEpaTOpoM depes ['ocynaperennyro rpanuny Poccuiickoit ®enepanun oprany BiIacTa
HHOCTPaHHOrO TOoCyJapcTBa, (U3HYECKOMY HIM IOPHAWYECKOMY JIHIly HMHOCTPAHHOTO
roCyaapcTBa;

1.6.12. OGmenocTymHbIe MEPCOHANBHBIE NaHHbIE — IEPCOHATBHbIE JaHHBIE, JOCTYII
HEOTPaHHHUCHHOTO Kpyra JIMIl K KOTOPBIM IIPEOCTABICH C COINIACHS CyOBEKTa IepCOHAIBHBIX
AAHHBIX WJIM Ha KOTOPHIC B COOTBETCTBHH C (elepalbHBIMU 3aKOHAMH HE PaCIpOCTPAHASTCS
TpeGoBaHne COOMIOACHNUS KOHDUICHIIHATBHOCTH;

1.6.13. Cucremsl samute! nepcoHansbix naHubix (C3I[IH) - 5T0 KoOMIIEKC Mep H
MEpOTPUATHH ~ OPraHU3ALMOHHOTO M  TEXHHYECKOrO  XapakTepa, HANpPaBICHHBIX Ha
IPOTHBOJCHCTBAC HECAHKUMOHMUPOBAHHOMY JOCTYIY K 3aKPHITOH HHGMOPMAUMH C Y4eTOM
aKTYaJIbHOTO THIIA YTPO3 0€30IacHOCTH.

IL IlonsiTie 1 CoAepKanHe MMEPCOHANBHBIX JAHHBIX

2.1. IlepcoHanbHEle OaHHBIE — uapopmanys, HeoOXOHUMAs Ui OCYLIECTRIICHHS
OCHOBHOH ISSATEIBHOCTH Y UPEXK/ICHUS H Ka[POBOTO YUETa COTPY/JHHKOB.

2.2. OnepaTopoM HepCOHANBHBIX JaHHBIX SBAETCS YUPEeKICHHE.

2.3. JlonyckaeTcst mpuBIiekaTs s 06pabOTKA MEPCOHATBHBIX JAHHBIX YIIOIHOMOYEHHEIE
OpraHu3aluy Ha OCHOBE COOTBETCTBYIOIINX JTOTOBOPOB U CONIALICHHI.

2.4. TlepconaibHble AaHHBIC ABISIOTCS KOH(DUICHIHATBHBIMH, XOTS, YUUTBIBAS HX
MacCOBOCTh M €IMHOE MECTO 00pabOTKH U XpaHEHHs, COOTBETCTBYIOMHH IPpH( OrpaHMdeHHs Ha
HUX HE CTaBUTCSL.

2.5. OGecneuenne KOH(sz[eHuHanLHOCTH IIEPCOHATBHBIX JaHHBIX HE Tpe6yeTc;1 B Clly4ae
00€3/TMIMBAHHA ¥ B OTHOIIEHHH OOIIE0CTYHHEIX EPCOHATBHBIX JAHHBIX.

III.  Mopsaok nosrydeHus u 06paGoOTKH MEPCOHAILHBIX NAHHBIX,

3.1. Tlomy4yeHnme INepCOHANBHBIX JAHHBIX OCYIIECTBISIETCS B COOTBETCTBHM ¢
HOPMaTHBHO-IIPABOBBIMH aKkTaMu Poccuiickoli ®dexepain B 061acTH TPYIOBBIX OTHOIUCHHIA,
3allUTBl MCPCOHABHBIX JAHHBIX, HOPMATUBHBIMH M PACTIOPSUTEIBHBIME JOKyMEHTAMH
YdpexaeHus Ha 0CHOBE COIVIACHS CYOBEKTOB Ha 06pabOTKY MX IepCOHAIbHBIX NAHHBIX.



3.2. Onepatop BrpaBe TpeOOBATh OT cyGBHEKTa NIEPCOHATBHBIX JAHHBIX IIPEAOCTABICHUS
nH(OpMaUHH COTIACHO CT. 6 ¥ cT. 7 PenepanbHoro 3akona Ne 44 (8 T. 4. 0 €0 HAIMOHAIBHON 1
pacoBOH NPWHAIEKHOCTH, COCTOSIHHY 3OPOBBS U Ap.).

3.3. bes cornmacust CcyOBEKTOB ocyiiecTBiseTcss 00paboTka  0O0IIeI0CTyHBIX
IIEpCOHANBHEIX JaHHBIX WA COJIEPIKAIAX TOIBKO (HaMMJIMU, UMEHA U OTYECTBA, OOpaIiecHuil u
3allpOCOB OpraHu3aluil M GUIWYECKUX JHIl, PEeTHCTpalis U OTIpPaBKa KOPPECIOHACHINH
IIOYTOBOM CBSI3bI0, OQOPMIICHHE PA30OBBIX IPOMYCKOB, 00pabOTKa MEPCOHANIBHBIX JAHHBIX JUIS
UCIIOJIHEHHUS TPYIOBLIX IOTOBOPOB WK 6€3 MCIOIb30BaHMUs CPEJCTB ABTOMATH3AIMY, U B HHBIX
Clly4asix, IpeyCMOTPEHHBIX 3aKOHO1aTeIbCTBOM Poccuiickoit Oenepanmu.

3.4. O0OpaboTKa U HCIIONB30BaHHE NEPCOHANBHBIX JAHHBIX OCYLICCTBISCTCA B LEIAX,
yKa3aHHBIX B CONVIANIGHUSIX C CyOBbeKTaMH NEepCOHANBHBIX [AHHBIX, & TAaKKe B cilydadx,
IIpeAyCMOTPEHHBIX HOPMAaTHBHO-IIPAaBOBEIMU akTamu Poccuiickoit @enepanyu.

3.5. He momyckaercs MpUHSATHE HAa OCHOBAaHMM MCKJIIOYMTEIBHO aBTOMATH3MPOBAHHOM
00paboOTKH NEepPCOHANBHBIX JAHHBIX DEIICHUH, MOPOXAAIOUINX FOPUJUYECKUE IIOCIEACTBHUS B
OTHOINECHUU CyOBeKTa TIEPCOHATBHBIX JJAHHBIX MJIM MHBIM 00pa3oM 3aTparvBarollyX €ro npasa U
3aKOHHBIE UHTEPECHI.

3.6. B cnyuae yBonpHEHHS CyOBEKTa IEpPCOHAIBHBIX HAHHBIX M HHOIO JOCTHIKECHHUS
nened o6paboTKU NMEPCOHATHHBIX JAHHBIX, 3a(QMKCHPOBAHHBIX B IMCHMEHHOM COTJIALICHUH,
Onepartop o06s3aH He3aMeUIMTENIEHO IpPEKpaTuTh o0paGoTKy NEpPCOHANBHEIX NAaHHBIX |
YHAYTOXUTh COOTBETCTBYIOIIME INE€PCOHANBHBIE MaHHbIC B CpPOK, HE IPEBBIMANOIMNA TPEX
pabounx nHeH ¢ JMaThl AOCTIDKEHHS menn oOpaboTKH IEepPCOHANBHBIX JaHHBIX, €CJIM HHOE HE
PENYCMOTPEHO (eepaabHbIMU 3aKOHAMHU.

3.7. IlpaBuna o6pabOTKM W MCIOJIB30BAHUSL LIEPCOHAIBHBIX AAHHBIX YCTAHABIMBAIOTCS
OTJEJIBHBIMY PEriaMeHTaMU U UHCTPYKIUSIMU Y UPESKICHHUSL.

3.8. IlepcoHanbHbIe JaHHBIE MOTYT XPaHUTHCS B OyMaXKHOM H(WMJIH) 3JIEKTPOHHOM BHUJE
ICHTPATU30BAHHO MJIM B COOTBETCTBYIOIVMX CTPYKTYPHBIX MOAPA3NEICHUAX € COONIOACHHEM
IpelyCMOTPEHHBIX HOPMATHBHO-TIPaBOBBIMU akTaMu Poccuiickoii ®Penepanuu Mep 10 3aliuTe
HEPCOHANBHBIX JaHHBIX.

3.9. IlepeueHb CTPYKTYpPHBIX NOApa3felleHu © (WIM) OTAENBHBIX JODKHOCTEH,
HUMEIOMUX TpaB0 Ha OOpaboTKy IEepCOHANBHBIX AHHBIX, IPENOCTABIICTCS pabOTHHKAM
CTPYKTYPHBIX TOApa3fieieHu# W (Wiu) JOJDKHOCTHBIM JIMIAM, OIPEACICHHBIM OTHEIbHBIMU
[TpukazamMu, pacHOpSAAUTEIBHBIMM JOKYMEHTAMH M HHBIMH ITHCBMEHHBIMH YKa3aHHAMHU
YIOTHOMOYEHHBIX COTPYAHUKOB Y UpeKACHUS.

3.10. TlepconanbHble IaHHBIC 3AMUINAIOTCA OT HECAHKIIMOHMPOBAHHOIO IOCTYNa B
COOTBETCTBUH C HOPMAaTHBHO-IIPABOBBIMH akTaMu Poccuiickoil ®epepanuu, HOpMaTHBHO-
pactopsaUTEbHBIMA aKTAMHA M PEKOMEHAAIMSMHA PETYIUPYIONIMX OPraHoB B 00JaCTH 3aIlUTEI
nHbOopManuy, a TakXKe YTBEp)KACHHBIMHI peraaMeHTaMy ¥ HHCTpyKuusamu OnepaTopa.

3.11. Jlo Hauajia OCYIIECTBJICHUs TPAaHCIPAaHUYHON Iepefaydl HEPCOHAIBHBIX JAHHBIX
OTBETCTBEHHBIM paboTHUK YupexjeHus o0g3aH yOemauThCsi B TOM, YTO HHOCTPAHHBIM
roCyJIapCTBOM, Ha TEPPUTOPHIO KOTOPOIrO OCYMIECTBISETCS Nepenada IEPCOHAIbHBIX JaHHBIX,
obecrnieunBaeTcs afjeKBaTHasl 3aiiTa IpaB cyObEKTOB IIEPCOHANBHBIX JAaHHBIX.

TpancrpannyHass mepejaya IEpCOHANBHBIX JAaHHBIX Ha TEPPUTOPHH  MHOCTPAHHBIX
rocyIapcTB, He OO0ECHEYHBAIOMUX aJeKBAaTHOM 3allUTHl IpaB CyOLEKTOB II€PCOHATBHBIX
IOaHHBIX, MOYKET OCYII[ECTBIISITHCS B CITydasiX:

3.11.1. Haymuuws coryiacus B muCEMeHHON dhopMe cyOBheKTa IEpCOHANIBHEBIX JaHHBIX.

3.11.2. IIpeaycMOTpeHHBIX MEXAyHApOAHEIMU JIoroBopaMu Poccuiickoit ®denepann 1o
BOIPOCAM BBIJIAYX BU3, MEXAyHapoaHBIMU noroBopamu Poccuiickoit @enepanun o6 oxasaHHM
IPaBOBOM TIOMOIIM II0 TPKTAHCKUM, CEMEWHBIM M YLOJOBHBIM JieNaM, a TaKxke
MEXAyHapoaHbIME norosopamu Pocentickoii ®enepaiuy 0 peaMUCCHH,

3.11.3. TlpenycMOTpeHHBIX (eaepaTbHBIMA 3aKOHAMH, €CIH 3TO HEOOXOAMMO B IIEJIIX
3aIUTEl OCHOB KOHCTUTYI[MOHHOTO cTpost Poccuiickoit ®enepanuu, obecriedeHus 0GOPOHEI
CTpaHEl U O€30IIaCHOCTH I'OCYIapCTBa.

3.11.4. VcnonHEeHNsS NOTOBOPA, CTOPOHOM KOTOPOTO SIBISETCS CYOBEKT MEPCOHANbLHBIX
JAHHBIX.



3.11.5. 3aUTHl KWU3HH, 3J0POBLS, HHBIX KU3HEHHO BaXKHBIX HHTEPECOB CyObekTa
MEPCOHANBHBIX JAHHBIX FJIM JAPYTHX JIAIl 'TIpM HCBO3MOXKHOCTH IIOJyYCHHMS COIACUs B
nUChbMeHHOM dhopMe cyOBbeKTa NEPCOHATBHBIX TAHHBIX.

IV. IIpasa, 00SI3aHHOCTH H 0TBETCTBEHHOCTE Cy(beKTa NePCOHAILHBIX TaHHBIX
u oneparopa npu 00padoTKe NePCOHATLHBIX JAHHBIX

4.1. B -memsx oOecreueHMs 3aIUTEl CBOMX IIEPCOHANBHBIX JAaHHBIX CYOBEKT
IePCOHANBHBIX JAHHBLX B cooTBeTcTBHM ¢ DenepanbbiM 3akoHoM Poccnitckont Dexepanyiy OT
27.062006 1. Ne 152-®3 «O mepcoHANBHBIX JaHHBIX» 32 HCKIIOYCHUEM CJIyvacs,
HpEeIyCMOTPEHHBIX JaHHbIM DenepabHbIM 3aKOHOM, UMCET IIPaBo:

4.1.1. Ha nonyuenue cenenuit 06 OmepaTope, 0 MECTe €ro HaXOXKACHHS, O HAIMINH Y
OnepaTopa MNEPCOHANBHBIX JAHHBIX, OTHOCAMMXCSA K  COOTBETCTBYIOIEMY CYOBEKTY
IIEPCOHANBHBIX HaHHBIX, 8 TAKYKE Ha 03HAKOMJICHYE ¢ TaKMMHU MEPCOHATIbHBIMA TaHHBIMU.

4,1.2. TpeGosate or OmepaTopa yTOYHEHHS CBOHX MEPCOHANBHBIX MAHHBIX, HX
GIOKMpOBAHHMS WA YHHUYTOXKCHHS B Clydae, ©CIIM HEPCOHANBHBIE [AHHBIC SBIAIOTCA
HETONHBIMY, YCTAPEBIINMH, HEJOCTOBEPHBIMH, HE3aKOHHO ITOJIyHYeHHBIMH MM HE SBJIAIOTCA
HEOOXOMUMBIMU IS 3asBIIEHHON IeNd 0O0pabOTKM, a TaKKe NPUHHUMATk NPEAyCMOTPCHHBIC
3aKOHOM MEpHI I10 3alllUTe CBOMX IIPaB.

4,1.3. Ha nonyvenue mpu oOOpalleHMH WM TIpU TONYYCHHH 3arpoca uHpopManuy,
Kacarolteiics 00paboTKH ero NepCOHAIbHBIX JaHHbIX.

4.1.4. Ha o6xanopanne neifcTeuil mmm OesmeiictBus Orneparopa B yNOJIHOMOYCHHBIA
OpraH II0 3allliTe MPaB CyOBEKTOB NEPCOHATHHEIX TAHHBIX WM B CYASOHOM MOPSIKE.

4.1.5. Ha 3ammty CBOMX MpaB M 3aKOHHBIX MHTEPECOB, B TOM UMCIC HA BO3MCINCHUC
YOBITKOB U (MJIH) KOMIIEHCALIIO MOPAIEHOTO BPE/a B CyNeOHOM MOPS/IKE.

4.2. O6s3annoctu Oneparopa npu cOope HepPCOHATBHBIX IaHHbIX.

4.2.1. OnepaTop o6s3an Ge3B03ME3HO IPENOCTABUTD CYOBEKTY NEPCOHANBHBIX JAHHBIX
MM €ro 3aKOHHOMY ITPEICTABUTEI0 BO3MOXHOCTh O3HAKOMIICHHUS C IIEPCOHANLHBIMU IAHHBIMY,
OTHOCSIIIUMUCS K COOTBETCTBYIOIEMY CyOBEKTY TIEPCOHANBHBIX JIAHHBIX, a TAKXKE BHCCTH B HUX
HeoOXOAUMBIE U3MEHEHHS, YHHUYTOKUTh WIH OJIOKMPOBATH COOTBETCTBYIOIIUE IIEPCOHANBHBIC
JaHHBIE 10 IPEJAOCTABICHHH CYOBEKTOM IEPCOHANBHBIX JaHHBIX MM €ro 3aKOHHBIM
IpeCTABUTENIEM CBEACHMH, TOATBEPMIAIONINX, YTO IEPCOHANBHBIC JAHHBIC, KOTOPBIC
OTHOCATCS K COOTBETCTBYIOIIEMY CyOBeKTy U 00paGOTKy KOTOPBIX oCyuiecTBiseT Oneparop,
SBIISIOTCS HETOJHBIMH, YCTApPEBIUMMHY, HEIOCTOBEPHBIMHM, HE3aKOHHO IONYYCHHBIMM HIIM HE
SIBJISIOTCS He0OXOIMMBIMH 1A 3asiBJIEHHOM e 06paboTKH.

4.2.2. O BHECEHHBIX M3MEHEHHSX H IIPEANPUHATEIX Mepax OrnepaTop 00g3aH yBEIOMHUTS
CyOBEKTa MEPCOHANIBHBIX JAHHBIX HIIM €r0 3aKOHHOIO MPEeJCTaBUTENIS] U TPETBHX JIMIL, KOTOPHIM
NEePCOHAILHBIC ITAHHBIE 3TOr0 CyOBEKTa ObLIN MEpeIaHbL.

4.2.3. B ciyuae BBISBICHHS HENPABOMEPHBIX JACHCTBHHA C NMEpCOHANBHBIMU JaHHBIMH
Omneparop B CPOK, He MPEBBIMIAIONIMH TpeX pabounX JHeH ¢ JaThl TaKOTO BEIBICHHUS, 00sa3aH
YCTPaHUTD JOIYLIEHHBIC HAPYIICHUS.

42.4. B cioyyae HEBO3MOXXHOCTH YCTpaHEHHs JNOMYIIEHHBIX HapywieHud Omneparop B
CPOK, HE HPEBBIIAIONIHI TpeX pabouuX AHEH ¢ JaThl BRIABICHHS HEPABOMEPHOCTH ACHCTBHM C
IEPCOHAILHBIMH JJAHHBIMH, 00538H YHHYTOXKATE ICPCOHAIBHBIC JaHHBIC.

4.2.5. O6 ycTpaHEHHH HOMYINCHHBIX HapylIeHUuH uim 00 yHAYTOKECHHH IEePCOHAJILHbIX
maHHbIX Omnepartop o6s3aH yBEIOMUTH CyOBEKTa NMEPCOHAIBHBIX JAHHBIX HIM €ro 3aKOHHOTO
MIPEJICTaBUTESL.

4.2.6. B ciayuae OT3bIBA CYyOBEKTOM HepCOHaJIBHBIX ,I[aHHBIX corjacusi Ha o6pa60TKy
CBOMX IIEPCOHATBHBIX AaHHBIX Omepatop o00sM3aH HPeKpaTuTh OOPabOTKYy MHePCOHAILHBIX
J@HHBIX ¥ YHAUYTOXHUTE IIEPCOHANBHEIE JAHHDIE B CPOK, HE TIPEBHILIAIOMMI TpeX pabodmx JHeH ¢
JATHl HOCTYIUICHHS YKa3aHHOTO OT3EIBA, €CIIM MHOE HE MPETyCMOTPEHO COIVIAICHMEM MEXIY
OnepaTopoM ¥ CyOBEKTOM IEPCOHATIBHBIX TaHHBIX.

4.2.7. O6 YHIYTOXXCHHH IIEPCOHANBHBIX JaHHBIX OmepaTop 0653aH YBEAOMHTH CyOHEeKTa
[IepCOHANBHEBIX JAHHBIX.

4.3, Ilpasa Oneparopa Ha epefilady HEPCOHAIBHBIX JaHHBIX TPETHUM JIALAM.



43.1. Oneparop He BIpaBe 0e3 MHEHMEHHOTO COTACHS CYOBEKTa MEPCOHATBHBIX
JAHHBIX HepenaBaTh oOpabarTbiBaeMble NEPCOHANBHBIE MAHHBIC TPETHUM JIHIAM, 32
MCKIIOYEHVEM CIIy4aeB, IIPeIyCMOTPEHHBIX 3aKOHOAaTeNbCTBOM Poceuiickoi @enepanuy

4.3.2. Tlepemaua TEpCOHANBHEIX IAHHBIX CyObeKTa TPETBUM ~JHMIAM JIOJDKHA
IPOM3BOJUTCA B COOTBETCTBHH C PernaMeHTOM Iepefadd IepPCOHANBHBIX NAHHBIX TPETHHM
JUIaM.

V. @TBeTCTBEHHOCTD 32 pa3riialleHue NePCOHAIBHBIX JaHHBIX

5.1. Oneparop, a TakKe JAOIDKHOCTHBIC JIIA, BUHOBHBIE B HapyIIeHHH TpeOOBaHMM
®enepansHOro 3akoHa PO «O MepcOHANBHBIX NAHHBIX) Ne 152-®3 or 27.07.2006, HecyT
IPaKIAHCKYIO, YTOIOBHYIO, aAMUHUCTPATUBHYIO, JUCIIUILIMHAPHYIO K HHYIO IPEyCMOTPCHHYIO
3aKoHOoMATeNLCTBOM Poccutickoil depepannn OTBETCTBEHHOCTD.

5.2. OTBETCTBEHHOCTb 3a coOnrojeHume TpeGoBaHWH 3akoHOmaTeNnbcTBa Poccuiickon
deziepanuy Ipu 06paboTKe M HCIONB30BAHAN MEPCOHAIBHBIX JAHHBIX BO3MAracTcs B IPUKA3C
06 yrBepxeHun [10JMTrKe U MHBIX IPHKA3aX HA PyKOBOAUTENCH CTPYKTYPHBIX IOJIpa3IeJICHUH
M KOHKPETHBIX JIOJDKHOCTHBIX il Oneparopa, o6pabaThiBaroIIiX NEPCOHATBHBIC TAHHBIC.

VI. OcHoBHBbIE NPUHIMIIEI HOCTPOEHHUSI CHCTEMBI
KOMILIEKCHOM 3aIUThI HHPOPMAILHA

[Moctpoenne cucTeMbl — ofecmedeHus — 0e30macHOCTH — MEPCOHANBHBIX  MAHHBIX
MHGOPMAIIMOHHEIX CHCTEM MEPCOHANBHBIX JI@HHBIX YUPSKICHUS H HX (YHKIIMOHMPOBAHUE
JIOJDKHBI OCYILECTBISTHCS B COOTBETCTBUHU CO CEAYIOINUMU OCHOBHLIMU IIPHHIAIIAMH:

3aKOHHOCTE,
- CUCTEMHOCTD;
- KOMIUIEKCHOCTb;

- HEMPEPBIBHOCTB;
- CBOEBPEMEHHOCTB;
- IPEEMCTBEHHOCTE Y HENPEPHIBHOCTH COBEPIICHCTBOBAHMS,
- IepCOHabHAst OTBETCTBEHHOCTE,
- MHHMMH3AMM TOJTHOMOYHH;
- B3aUMOJENCTBHE H COTPYIHUYECTBO;
- rHOKOCTDh CHCTEMBI 3aIUTHL;
- OTKPBITOCTH QJITOPUTMOB H MEXAHU3MOB 3alUTEL;
- MPOCTOTA MPAMEHEHUs CPEJICTB 3alllnTHI;
- Hay4Has 060CHOBAHHOCTH ¥ TEXHUYECKAs PEAM3yeMOCTb;
- CHELMAIN3AIHS B MPOQEeCCUOHAIN3M;
- 00513aT€ILHOCTD KOHTPOJIA.
6.1 3aKOHHOCTD.

IpeammonaracT OCYLIECTBICHHE 3aIUTHEIX MEPONPHUATHH ¥ PpaspabOTKy CHCTEMBI
3amUTHl NepcoHanbHBIX AanHbx (C3IIJIH) YupexueHHs B COOTBETCTBAH C JCHCTBYIOWIMM
3aKOHOJIATEIHCTBOM B 00JIACTH 3aIIMTEI IICPCOHAIBHBIX JAHHBIX ¥ APYTHX HOPMATHUBHBIX aKTOB
mo Ge3omacHOCTH HMHGMOPMAIMH, YTBEPXKICHHLIX OpraHaMH TOCYIapCTBCHHOM BIACTH H
YIPaBJIEHUS B IpeIesiaX UX KOMIIETCHIMH,

TToJIb30BaTeNd W 0GCIIYKUBAIOIIHH HepcOHaT HHGOPMAIMOHHEIX CHCTEM MEPCOHAIBHBIX
JAHHBIX YUPEXICHHS JOKHBI OBITH OCBEJOMIICHBI O TOpAAKE paboThl ¢ 3alUIaeMOH
uHopManuei 1 06 OTBETCTBEHHOCTH 3a 3amuty [IJ1H.

6.2 CHCTEMHOCTb.



CucreMHEIH TIOAXOA K IIOCTPOCHUIO C3IJln VupexaeHuUs HPEQmoJaraeT ydeT BCeX
B3aMMOCBSI3AHHBIX, B3aMMOICHCTBYIOMUX U M3MEHSIOMMXCSA BO BpEMCHH 3JICMCHTOB, YCHOBUH U
$aKToOpoB, CYLUIECTBEHHO 3HAYMMBIX I TOHMMAHHA M PCIICHHS npoOaeMsl 00eCHeYCHHUS
6ezonacuoctr UCII/1H YupexaeHus.

[Ipy CO3M@HMM CHCTEMBI 3AlMTHI JOJDKHBL yYMTBIBATHCA BCE cnabpie u Hauboiee
yA3BEMbIE MECTA CHCTEMBI 00pabOTKH MEePCOHAIBHBIX IAHHBIX, d TAIOKe XapakTep, BO3MOXKHBIC
O0OBEKTHl M HalpaBICHUA aTak Ha ¢EcTeMy CO CTOPOHBI HapyIIMTeNei (ocobenno
BBICOKOKBaJIA () U IIPOBAHHBIX 3JIOyMBIILIEHHAKOB), yTH IPOHUKHOBEHHS B PAcIpPE/IC/ICHHBIC
cucremsl 1 HCJI x mudopmanuu. CucteMa 3alluThl JOIDKHA CTPOUTECS € yYETOM HE TOIBKO
BCeX M3BECTHBIX KaHanos npornkaoserust 1 HCJL x undopMarun, HO H € yHeTOM BO3MOXHOCTH
[IOSIBJICHAS TIPUHIMIIAATEHO HOBBIX Iy TeH peaM3aii yrpo3 6€301acHOCTH.

6.3 KoMIL1eKCHOCTD.

KOMIUTeKCHOE ~ WCHOJB30BAaHME METOJOB M CPEICTB  3AllMTBI  IPCMIONAract
COTJIaCOBAHHOE IPUMCECHEHHE DPa3sHOPOIHBIX CpelicTB TIPH IOCTPOCHMH LEIOCTHOH CHCTEMBI
3aIIUTHI, IEePeKPHIBAIONIEN BCe CYHICCTBCHHBIC (3HauMMBble) KaHAJIBl pealiM3aliii yrpo3 U He
coziepKanieit cabbIX MECT Ha CTHIKaX OTAENBHBIX ¢¢ KOMIIOHCHTOB.

3ammTa JOMDKHA CTPOUThCS —OLICNOHMpoBaHO. /Jlnd Kax(uoro Kamaja  yTEHKH
yEOpMANEE W JiS Kax/0M Yrpossl 06e30macHOCTH XOJUKHO - CYLICCTBOBATE HECKOJILKO
3aImUTHBIX pyOexeit. CosjaHue 3alMMTHBIX PyOexel OoCyIIECTBIACTCA C yIeTOM TOTO, 4TOOBI
IV MX IIPEOOJIeHYs] MOTCHIMAIBHOMY 370yMBIIIICHHAKY TpeGoBaMCh MPOHECCHOHANBHBIE
HABBIKM B HECKOJIBKUX HEB3AUMOCBA3AHHBIX 0BIIACTAX.

BHemmsisi  3ammTa  JODKHAa  ofecmeuwBaThCi  QU3MUECKHMH  CPE/ICTBAMH,
OpraHM3alMOHHLGIME M IPaBOBBIMH MEpaMH. OnEuM W3 Hambonee YKpEIUIEHHBIX pyOexeit
IIPU3BAHEl GBITH CPENCTBA KPUNTOrpaQuyecKoH 3alluThl, PEaTH30BAHHDIC C HCIIOJIb30BaHACM
texuonoruy VPN, IlpuknagHoi ypoBeHb 3alUTHI, YUUTHIBAIOMINH OCOOEHHOCTH IpeAMETHOM
06JIACTH, TIPEACTABIAET BHYTPEHHUH py0eix 3aliThL

6.4 HenpepbIBHOCTE 3aIIATHI NEPCOHATLHbIX IAHHBIX.

3ampTa MepCOHANBHBIX JAHHBIX — HE Pa30BOe MEPONPHUATHE 1 HE IIPOCTast COBOKYITHOCTD
IIPOBEJICHHEIX ~MEPONPHATHH M YCTAHOBJIEHHBIX CPCACTB  3AIUTHL, 4 HempepHIBHBINA
Ie/leHANPABICHHEI TIPOIECC, MPSANONATAIONMA IPUHATHE COOTBETCTBYIOIMX MEp Ha BCEX
HTanax XU3HEHHOTO [UKIa HHPOPMAIIMOHHO! CHCTEMBI IIEPCOHATIBHBIX TAaHHbIX.

VHGOPMAIIHOHHBIE  CHCTEMBI TIEPCOHAIBHBIX  JAHHBIX  JTOIDKHBI  HAXOHNUTHCH B
3AIUINEHHOM COCTOSHMM Ha MOPOTAKEHHH BCEro BPCMCHH HX ¢yuxunoHnpoBanus. B
COOTBETCTBHY C 3TUM IIPHHITAIIOM NOJDKHBI IPMHUMATBHCS MEpBI 1O HEJOMYLICHUIO MEPeX0oaa
AH(OPMAIIMOHHBIX CHCTEM IEPCOHANBHBIX JAHHBIX B HE3AIHUIICHHOE COCTOHMUC.

BONBIIMHCTBY (U3AYECKAX M TEXHMYSCKHX CPEICTB 3alUTBL I 3()HEeKTUBHOTO
BBINOMHEHUS] CBOMX (YHKIMH HeoOXOZMMa IOCTOSHHAs TEXHUYECKas H OpraHnsatdOHHA
(aIMMHMCTpATUBHAS) IOJNEPKKa (CBOCBPEMEHHAs CMCHA H obecreyeHre IPaBUIBHOIO
XpaHeHWs M TIpUMEHEHUsl FMEH, Mapoie, KimoueH muppoBaHus, IEPEONPEICICHNE
nmonHomounii ¥ T.L.). IlepepbiBEI B paboTe CPEICTB 3AIIUTHI MOIYT OBITH HCIIONB30BAHEI
3TOYMBIIIUIEHHAKAMH JUTSL aHANM3a [PEMEHSICMBIX METOJIOB ¥ CPE/CTB 3allMTBL, LA BHEIPCHUS
CHeIUANbHEIX MPOTPAMMHEIX M QNIIapaTHRX "3aKNaZoK' M JpYrHX CPEACTB HPEONOJICHUA
CHCTEMBI 3aIUTHI HIOCHE BOCCTAHOBIEHHS e€ (YHKIHOHMPOBAHHUS.

6.5 CBO€eBpEeMEHHOCTb.

[IpemmonaraeT  yHpeXHalOlIMi  XapakTep — Mep obecrieueHUsT  0e30MaCHOCTH
HepCOHANBHBIX JaHHBIX, TO €CTh [IOCTAHOBKY 32134 110 KOMILIEKCHOM 3anure nHOOPMallHOHHBIX
CHCTEM HEPCOHATBHBIX JAHHBIX U peanu3aliio Mep obecneueHns 0€30I1aCHOCTH IEPCOHANBHBIX
JAHHBIX HA paHHUX CTamHsAX paspaboTKu HH(MOPMAIIMOHHBIX CHCTEM IE€PCOHATBHEIX NAHHBIX B
1IEeJIOM Y €€ CHCTEMBI 3all[UThI HﬁqjopMaﬂnH, B YaCTHOCTH.



PaspaGoTka CHCTEMBI 3alUTEl JOJDKHA BECTHCH IapaulelbHO ¢ pa3paboTKoH |
Pa3sBHTHEM CaMOM 3aIIMIIACMO} CHCTEMBL. DTO IO3BOJIHT y4eCTh TpeGOBaHHs 6E30aCHOCTH IIPH
IPOCKTUPOBAHMM APXUTEKTYPHI U, B KOHEYHOM CYETE, co3marb 6onee 3hdeKTHBHEIE (KaK M0
3aTpaTaM pecypcoB, Tak U 10 CTORKOCTH) 3aIUINEHHBIE CHCTEMEL

6.6 IlpeeMcTBEHHOCTH M COBEPIIEHCTBOBAHME,

IIpeanonararoT NOCTOSHHOE COBEPLICHCTBOBAHUE MEP M CPEJCTB 3aLIATEHI HHpOpMAHH
Ha OCHOBE IPEEMCTBEHHOCTH OpPraHM3alliOHHBIX U TEXHUYECKUX PEIIECHHUM, KaJpOBOTO COCTAaBa,
aHanu3a QYHKIMOHMPOBAHUS HHGOPMALMOHHEIX CHCTEM IIEPCOHAIBHBIX JAHHBIX M MX CHCTEMBI
3alAUTHl ¢ YYCTOM H3MEHCHHH B METOJAX W CPe/CTBaX IepexBaTa MH(GOPMAIMK, HOPMATHBHEIX
TpeGOBaHuUI 110 3aLTUTE, TOCTUTHYTOTO OTE€YECTBEHHOTO U 3apy0&KHOI0 ONBITA B 3TOH 06/1acTH.

6.7 IlepconanbHasdg OTBETCTBEHHOCTD.,

[Ipeamonaraer  BO3NOXKEHHE OTBETCTBEHHOCTH 3a obecledeHme  Ge30MacHOCTH
[EPCOHANBHBIX NaHHBIX M CHCTEMBI MX OOpalOTKHM Ha KaXAOrO COTPYOHMKA B IpelelaX ero
NONHOMOYHH. B COOTBETCTBHM C 3THM NPUHLMIIOM pPACTIpe/iENicHHE TIpaB M OOS3aHHOCTEl
COTPYIHHUKOB CTPOUTCS TaKUM 00pa3oM, 9ToOkl B Cilydae T0GOT0 HApYIIeHUs KPyr BUHOBHUKOB
OBLT YETKO M3BECTEH MM CBE/ICH K MAHUMYMY.

6.8 IlpuHnEI MHHHMHA3AIHA TOJTHOMOYHIA,

OsHauaer npenocTaBleHHe IONB30BATEIIM MHHUMAIBHBIX  IIpaB Joctyma B
COOTBETCTBUH C IIPOU3BOJICTBEHHON HEOOXOAMMOCTBIO, Ha OCHOBE NpPUHIMIA «BCE, YTO HE
paspelIeHo, 3ampereHo».

HocTyn Kk nepcoHaIBHBIM JAHHBIM HOJIKEH IIPEJOCTABIATHCS TOJIBKO B TOM ciiyvae u
00BEME, €CITH 3TO HEOBXOAUMO COTPYIHUKY IS BEITOTHEHHS €T0 TOJDKHOCTHBIX 0OS3aHHOCTEIN.

6.9 B3aumopeiicTBre U cOTpyAHHYECTBO.

IIpenmonaraer cosnanue GraronpusTHOR aTMOCHEPHI B KOJIIEKTHBAX MOAPA3AC/ICHHIL,
00CCIeUMBAIONAX ~ JEATC/BHOCTE  MH()OPMAIMOHHBIX  CHCTEM  IIGPCOHAIBHBIX  JAHHBIX
Jlenapramenta, 115 CHIDKEHUS! BEPOSATHOCTH BOSHHKHOBEHHUS HETATHBHEBIX NEHCTBHH CBA3AHHBIX
C YeJIOBEUECKUM (HaKkTOpOM. ;

B Taxodt 06GCTaHOBKE COTPYAHHKH MOKHBI OCO3HAHHO COGIIONATH YCTAHOBIICHHBIE
IpaBAa U OKa3biBaTh COJCHCTBHE B AEATENBHOCTH IOAPA3NCIICHUH TEXHUYECKOM 3allUThI
uHpOpMaIUy.

6.10 I'nOkocTh cHCTEMBI 3aIMUTHI NEPCOHAJIBHBIX JAHHBIX.,

[TpunATEIE MEpPLI U YCTAHOBJECHHEIE CPEICTBA 3aIUTHI, OCOOCHHO B HAYANbHBIH IIEPHOJT
UX OKCIULyaTalldd, MOTYT OOE€CHeYHBAaTh KaK UYPE3MEPHBIA, TAK U HEJOCTATOUHBIMN YPOBEHE
3amuThl. s obecrnedeHns BO3MOXXHOCTH BapbUPOBAHUS YPOBHEM 3AILHINCHHOCTH, Cpe/CTEa
3alMTH JOJDKHBI O0JIafiaTh oONpendeeHHoM TruOKocThio. OCOOEHHO BaXXHBIM 3TO CBOMCTRO
SBIICTCA B TEX CIy4YasX, KOI/a yCTaHOBKY CPEJCTB 3allUTHl HEOOXOAMMO OCYINECTBIATH HA
paboTarolnyio cucTeMy, He HapyIas IpoIecca e HopMaTbHOTO (bYHKIIMOHUPOBAHWSL.

6.11 OTKpPBITOCTH AITOPHTMOB H MEXAHH3MOB 3aIIUTHI.

CyTb NpUHIWIA OTKPHITOCTH AATOPHTMOB U MEXAHW3MOB 3AIHUTEI COCTOMT B TOM, YTO
3alllUTa HE JOJDKHA OOECTICUMBATACS TONBKO 33 CYET CCKPETHOCTH CTPYKTYPHOM OpraHH3aldy U
ITOPHTMOB HYHKIMOHUPOBAHHS €€ OJACUCTEM. 3HAHUE aNTOPHTMOB PAaGOTHI CHCTEMBI 3aLUTEI
HE JIOJDKHO J1aBaTh BO3MOXHOCTH €€ IPEoJoNIeHus (Jaxe aBTopam). OIHAKO, 3TO HE 03HAYAET,
4TO MH(bOPMaNHUs 0 KOHKPETHOM CHCTEME 3allUThI I0JKHA GBITh 06IIeN0CTyIIHA.



6.12 IIpocToTa NPUMEHEHHS CPEICTB 3AUThIL.

MexaHu3MBbI 3aIIUTEl JJOJDKHEI OBITh MHTYHTHBHO TOHSATHBI U [IPOCTEHI B UCIIONB30BAHH.
[TpuMeHeHye CPe/ICTB 3alIUThH HEe JOJDKHO OBITH CBA3aHO CO 3HAHMEM CIIEHHABHBIX A3BIKOB HIIA
C BBIIIOJIHCHHEM NEWCTBHU, TPEeOYIOUIMX 3HAUUTENBHBIX JOHNOJHUTCIBHBIX TPYAO3aTpar IpH
0OBIMHON paboTe 3aperUCTPHPOBAHHBIX YCTAHOBJIEHHBIM IIOPSIKOM II0JIE30BATENICH, a TaKXKe He
JOJDKHO TpeGOBaTh OT ITOJIB30BATEINSl BHIIOJNHEHHS PYTHHHBIX MaJIONOHATHBIX €My ONEpalui
(BBOZ HECKOJIBKHX IFHPOJICH U MIMEH U T.[.).

JIomKHa JOCTUTaThCS aBTOMATH3AIlisl MaKCUMalIbHOIO YHCia ICHCTBUM [ONIB30BaTEIEH
U 4IMUHHCTPATOPOB HHGOPMAIIMOHHON CHCTEMBI IEPCOHANBHBIX JAHHEIX.

6.13 . Hayunast 000cHOBAaHHOCTb H TEXHUYECKAsl Peajn3yeMocCThb.

MH}OopMalMOHHbIE TEXHOIOIMH, TEXHUYECKHE M NPOTPaMMHBIE CPEICTBA, CPEACTBA M
Mephl 3aIUThl HH)OPMAIMH JO/DKHBI ObITh PEaM30BaHbI HA COBPEMEHHOM YPOBHE Da3BHTHS
HayKM M TEXHHKH, HAay4HO OOOCHOBAHBI C TOUKH 3PEHMS JOCTHIKECHMS 33JaHHOIO YPOBHSI
GezomacHOCTH WHGOpPMAUH ¥ JOJDKHEL COOTBETCTBOBATh YCTAHOBICHHBIM HOpMaMm |
TpeOGOBaHUAM 110 O€30IIACHOCTH IIEPCOHATBHBIX TAHHBIX.

CucreMa 3alIMTHI IEPCOHAIBHBIX NAHHBIX JOJKHA OBITH OPMCHTHPOBAaHA HA PEIICHHS,
BO3MOXKHBIE DHCKH JUII KOTOPBIX M Mephl NPOTHBOACHCTBHMSA 3TUM pPHCKaM IIPOMNUIHA
BCECTOPOHHIOID TEOPETUIECKYIO B MIPAKTUYECKYIO IIPOBEPKY.

6.14 Crenunanuzanus 1 npoecCHOHAIN3M,

Ilpennonaraer mnpuBIeYeHHE K pa3paloTKe CPEACTB W PEATM3aldH Mep 3allUThI
HHGOPMAIIMH CIIeIHaIM3UPOBAHHBIX OpraHu3aluii, Haubosee NOATOTOBIECHHBIX K KOHKPETHOMY
BUJTY JEATEIBHOCTH 10 OOCCIICUCHUIO 0€30MaCHOCTH NEePCOHANBHBIX AAHHBIX, HMEIOIUX OIBIT
IPaKTUYECKOH paboThl ¥ TOCYIapCTBEHHYIO JIMIIEH3HIO HAa IPaBO OKa3aHHA YCIOYr B OTOH
obnactu. Peamusaiius aIMHHHCTPATHBHBIX MEp W OSKCIUTyaTallus CPEACTB 3allUTHI JOJDKHA
OCYIIECTBIIATHCA MPOGECCHOHAIBHO MOATOTOBICHHBIMY CIIEIMANNCTAME Y YPEIKACHHUA.

6.15 O0s13aTeILHOCTE KOHTPOJIS.

IIpeamonaraer 00sA3aTENEHOCTS U CBOSBPEMEHHOCTD BBIABIICHUS U IIPECEUCHHUS MOIBITOK
HAPYIIEHNS YCTAHOBJIGHHBIX MPaBIJI OOecredeHrss 0e30IacHOCTH IEPCOHANBHBIX JAHHBIX Ha
OCHOBE HCIIONB3YEMBIX CHCTEM M CPEICTB 3alUThl MHGOPMAIMH IPH COBEPIICHCTBOBAHUH
KPUTEPHUEB U METOHOB OMEHKH 3 (HEKTUBHOCTH ITUX CUCTEM U CPECTB.

KoHTpolb 32 JEATENBFHOCTHIO TIO0O0T0 MOJB30BATENs, KaXKIOTO CPENCTBA 3ALIUTEI ¥ B
OTHOLIEHHH JIO00r0 00BEKTa 3aIUTHI JOJDKEH OCYHIECTBIATBCS HA OCHOBE IPUMEHEHHS
CPeIICTB  OIIEPAaTUBHOTO KOHTPOJII M  PETHCIpallud W JOJDKEH  OXBAaThIBATh — Kak
HECAHKIMOHMPOBAHHEIE, TAK U CAHKIIMOHHPOBAHHBIEC ACHCTBHS II0JIb30BATENICH,

VII. Mepsl, MeTOABI H CPEACTBA o0eciedeHHs1, TPeOyeMOoro ypoBHS 3alMIIEHHOCTH

OGecnieuenue TpebyemMoro ypoBHS  3allUIIEHHOCTH  JO/DKHO — JOCTHraThbes ¢
HCIIOJIL30BAHANEM MEp, METONOB M CpeAcTB OesomacHoctd. Bcee Mepsl obecnedenns
0e30macHOCTH HH(GOPMAITHOHHEIX CHCTEM [IEPCOHATBHBIX JAHHBIX IOAPA3ICIIAIOTC Ha!

- 3aKOHOJIaTEIbHEIE (IIPAaBOBBIE);

- MOPaJIbHO-3THYECKHE;

- OpraHu3anfoOHHEIE (aIMIHUCTPATHBHEIC);

- pusmueckue;

- TEeXHHYCCKHe (ammnaparHele ¥ IPOrpaMMHEIE).

[lepeyennr BHIOpaHHBIX Mep o0ecreueHHss O€30IMaCHOCTH OTpaXaercs B HnaHe
MEPOIPUSATHH 110 00ECTICYEHUIO 3aIUThI IIEPCOHATBHBIX JAHHBIX.



L 3aKoHoAATeJbHBIE (IPABOBbLIE) MEPBI 3ALIHTHL.

K mpaBoBBIM MepaM 3allliThl OTHOCATCA JeiiCTBYIOIIME B CTPaHe 3aKOHBI, yKasbl 1
HOPMATHBHBIE aKTHI, PEJIAMCHTUPYIOIHE MpaBiia obparienys ¢ MePCOHATPHBIMU JAHHBIMA,
3aKpETUISIOIHE TIpaBa i 00J3aHHOCTH 'Y4aCTHHKOB MH(pOPMANMOHHBIX OTHONICHWI B TPOIECCe
ee 06paGOTKH ¥ HCHONB3OBAHUA, 2 TAKKE YCTAHABIHBAIONIME OTBETCTBEHHOCTH 32 HapyIIECHUI
3TUX IpPaBUIL, [IpeNATeIBYs. TEM CaMbIM HEIPaBOMEPHOMY HCIIOJIB30BAHUIO IIEPCOHAIBHBIX
JAHHBIX 1 ABJISIOIIHECS: CIICPKUBAIOIIIM hakTOpOM JIsl TOTEHIIMATBHBIX HapyLIUTeNeH.

[IpaBoBble Mepbl 3alUTBl HOCAT B OCHOBHOM YIIPEXKAAFOMIAH, PO HITAKTHICCKHH
xapaktep H TpeOyroT OCTOSHHON pasbsCHUTENRHON paboTEl ¢  [ONB3OBATCILMA U
00 CITy KUBAFOLIMM IEPCOHAIIOM CHCTEMBI.

72 MopajisHO-3THYECKHE MEPBI 3aIIATHL.

K MOpaIpHO-3THYECKAM MepaM OTHOCSTCS HOPMBI HOBe/IeHUs, KOTOPBIE TPAIUIMOHHO
CHOYKHIICE MM CKIIAIBIBAIOTCS IO MEPE PacipOCTpaHeHNs SBM B crpaHe Wik 0OEcTB. JTH
HOPMBI GOJBIICH YacTBIO HE ABJLIOTCA o6s3aTebHBIMY, KaK 3aKOHOJATCIBHO YTBEPIKACHHBIC
HOPMATUBHBIE aKTBI, OJHAKO, HX HecoGIoieHre BeleT OOBMHO K MajIeHMIo aBTOPUTCTa,
IpeCTHIKa UelI0BEKa, TPYIIIIBI JIAL] HIIA OPTaHU3atliy. MopaIbHO-3TAYECKHE HOPMBI OBIBAIOT KaK
HelMCaHbIe (HAIpUMep, OOIICNpPHU3HAHHBIC HOpMBL HUECTHOCTH, [laTpHOTM3Ma M T.IL), TaK H
[ECAHEIE, TO €CTh O(OPMIICHHBIE B HEKOTOPEIH CBO (ycraB) TIpABAIL UITH IpeINUCaHUH.

Mopanmo-amqeckne MEpBl 3aIllUThl ABJIAIOTCS npodMIaKTUYECKAMY U TpeOyroT
[OCTOSHHON pabGoTEl IO CO3NAHHIO 3/0pOBOTO MOpAJBHOr0 KiHMara B KOJUICKTABAX
noxpasaenennii. MopanbHO-3THIECKAC MCPbI SAIHTEI CHIDKAIOT BEPOSTHOCTH BO3HMKHOBEHUA
HeraTHBHBIX JEHCTBUM CBSI3aHHBIX C YETOBCICCKIM daxropom.

7.3 OpraHu3andoOHHbIE (aEMAHMCTPATUBHDBIE) MEPBI 3AIIUTRL,

Oprasu3aluoHHbIe (aJIMnHHCTpaT_anHHe): MEpBI 3AIUTE] - 5TO MEpbl OPTraHU3alMOHHOTO
XapakTepa, PEeriaMEHTHPYIOIUE HPONCCCBE ¢ yHKITHOHAPOBAHHS nEGOPMAIMOHHBIX CUCTCM
IepCOHANBHBIX NAHHBIX, HCIIONB30BAHAC PECypeoB HH(MOPMAIOHHBIX CHCTEM IEPCOHAIBHBIX
JAHHBIX, LESTCIBHOCTE OOCTY)KHBAIOIIEro [epCcoHand, a TaKKe TOPANOK B3AUMOJICHCTBHUA
Hofp3oBaTeNell ¢ MHGOPMAIMOHHBIMU CHCTEMAMH [EPCOHATBHBIX JIaHHBIX TakuM 00pasoM,
4TO6GEl B HAMOOMbBIICH CTCIEHN 3aTPYJHUTD WM HCKIIOUATH BO3MOIKHOCTH peajid3allii yrpo3
6e30TaCHOCTH HIIA CHA3KUTh PasMep HOTePh B CIydae MX pealu3allit.

[naBhas Hedb  AIMEHMCTPATHBHBIX — Mep, — TPEANpHHUMACMEIX " Ha  BBICIIEM
VIpPaBICHYECKOM YPOBHE — chopmMupoBaTh TIONMUTHKY _m@opmauuonaoﬁ 0e30MacHOCTH
TIePCOHAIBHBIX ):LaHHBIx"’(OTpamaiomyfo' TOXObI K 3AlIUTe pHbopManuu) U 0OECIeUHTh €C
BBIIOJIHEHYE, BBIACTs HEOOXOMMBIE PEeCypChl X KOHTPOJIMPY:AL COCTOSIHUE JIeI.

Peayu3alis [ONHTHKA HHGOPMAIHOHHOM 6e30macHOCTA IICPCOHANBHBIX JAHHBIX B
MHEQOPMAIIMOHHEIX CHCTEMaX MEPCOHANBHBIX JAHHBIX COCTOST W3 Mep aJIMHHHUCTPaTHBHOIO
YPOBHS ¥ OPraHM3aliiOHHbBIX (TIpotieLypHBIX) MEp 3aIUThL uHGOpMALIKH.

K aJMWHHECTPATUBHOMY YPOBHIO OTHOCATCS PENICHHA PYKOBOJICTBA, 3aTPAardBarOIIHe
AEATENBHOCTh PACCMATPUBACMBIX B LICJIOM. DTd pelleHHs 3aKPEeIUBIIoTCs B JIOKAIBHBIX aKTax
JlemapTamenrTa. TIpiMEpOM TAaKHX PelIeHHH MOT'YT OBITE:

- IpuHsaTHe pelreHus O (GOPMUPOBAHMM MM 1IepecMOTPE KOMILICKCHOH MpOrpaMMEbl
oGecreueHisi Oe30MacHOCTH TEPCOHANBHBIX JAHHBIX, ONPC/ICICHIC OTBETCTBCHHBIX 3a €€
peanu3aimo.

- opMynupoBaHHE  ILi€NeH, TMOCTAHOBKa  3alat, olpeieNieHne  HalpaB/ICHUM
JESTENBHOCTH B 061acTH Ge30I1aCHOCTHA IIEPCOHALHEIX JTAHHBIX.

- TpuHATHE PELICHUH 10 BOMPOCAM peai3altii [pOrpaMMbl O€30TIaCHOCTH, KOTOPBIC
paccMaTpHBAIOTCS HAa YPOBHC Vupex/eHus B IIEIIOM.

- OGecreyerue HOPMATHBHOH (IIPaBOBO) 6a3b6I BOIPOCOB 0€30MaCHOCTH ¥ T.IL.



[TonuTHKa BEPXHETO YPOBHS NOJDKHA YETKO OYEPTHTH Cepy BIMSHUS M OTPAHWICHHS
IpU ONpENE/ICHHN Iieneif Ge30IMacCHOCTH  IIEPCOHANBHBIX JAHHBIX, ONPECIUTh KaKMMH
pecypcamu  (MaTepuanbHBlE, I[IEPCOHAT) OHM OyAyT MOCTHrHYTHI W HAWTH pasyMHBIH
KOMIIPOMHCC ~MEXIy [pHEMJIEMBIM YpOBHeM 0€300acHOCTH ¥ (QYHKIHOHAIEHOCTBIO
HH(OPMAITMOHHBIX CHCTEM.

Ha opranusamuoHHOM YpOBHE ONPEAEISIOTCS MPOLERyphl X MPABMIIA IOCTIDKEHUS eIei
¥ peleHHs 3a7ay MONMUTHKM HH(OPMAIMOHHON GE30IacCHOCTH MEPCOHANBHBIX NAHHEBIX. JTH
TIpaBUJIa OTIPEAETISIOT:

- KakoBpl poiu ¥ OOSI3aHHOCTH HOJDKHOCTHBIX JIMII, OTBEYAIOUIME 3a TPOBEICHHUEC
IOJTMTHKH 0€30TTaCHOCTH IIEPCOHATBHBIX JAHHBIX, @ TaK )K€ X YCTAHOBUTH OTBETCTBCHHOCTD.

- KTo umeeT mmpaBa A0OCTYyl1a K IEPCOHANBHBIM JIAHHBIM.
- Kaxumu MepaMu 1 cpecTBaMy 00ECTIEeUUBACTCS 3allUTa HEPCOHAIBHBIX TaHHBIX.

- KakUMH MEpaMH H CpCACTBaAMHU oOecIeYnRaETCs KOHTPOJIb 34 CO6J'IIO,ZI€HI/ICM
BBCACHHOT'O PEXUMaA 0e30IacHOCTH.

OpI‘aHI/ISa]_[I/IOHHBIe MCpPBI JIOJDKHEIL!

- IlpenycMaTpuBarh  perjiaMeHT HHQOPMAUHOHHBIX  OTHOIICHHMH, HCKIIFOYAIOIIHX
BO3MO>KHOCTH HECAHKITHOHUPOBAHHBIX JISUCTBHIN B OTHONIEHHH OOBEKTOB 3alIUTHL,

- OnpenensTh KOATUIMOHHBIC W UEPAPXUIECKHE MPHUHLANBL U METOABI PasrpaHUICHUSL
JIOCTYIIa K IepCOHAJIbHBIM JaHHBIM,

- OnpenenaTh MOPSIOK paboTHl ¢ MIPOrpaMMHO-MATEMATUYECKUMM U TEXHHIECKUMU
(anmapaTHbIe) CPeICTBAME 3AMUTHI U KPUITO3AIUTEL M APYTUX 3alUTHBIX MEXaHU3MOB,

- OpraumszoBath Mepsl mporuBogiecteus HCJ[ nomb3oBaTensMu  Ha  3Tamlax
ayTCHTH(UKAIMI, ABTOPU3ALHY, HICHTH(QMKAIWK, OOCCHCYHMBAIOIINX TapaHTHH PEATH3AIMH
IIpaB U OTBETCTBEHHOCTH CYOBEKTOB HH(OOPMALIMOHHEIX OTHOUICHUH.

B OpraHN3alMOHHBIC MEPBI NOJDKHBI COCTOSATD M3!

- OrpaHuteHne J0CTyNd B NOMEIICHHUS, TAe PACION0KEHB HHYOPMAIIHOHHBIE CHCTEMBL
TIepCOHAJILHBIX TaHHBIX U UX OTIACIIbHBIC JJIEMEHTHIL.

- TlopsigoK JOMycKa COTPYAHMKOB K HCIIONB30BAHUIO PECYPCOB UHPOPMALMOHHBIX
CHCTEM MEePCOHANBHBIX JAHHEBIX Y UpeiKICHUs,

- PerilaMenTa MHPOINECCOB BeJeHHs 0a3 AAHHBIX M OCYIIECTBIEHHS MOIU(HUKAIMY
HHGOPMAIHOHHEIX PECypPCOB.

- PernamenTa mporeccoB 00CIY)KUBAaHUS M OCYIIECTBICHAS MOANDUKAIMH allapaTHIX
H [IPOIPaMMHBIX PeCYpPCOB HHGOPMAIMOHHBIX CHCTEM IIEPCOHAIBHBIX NAHHBIX.

- UncTpyknuii none3oBatenelt MHOOPMAIMOHHBIX CHCTEM MEPCOHANBHBIX [JAHHBIX
(aMUHHCTPATOpa, AAMUHUCTPATOpa 6e30IIaCHOCTH, ONIEPATOpa).

7.4 du3znveckue Mepsl 3aIIUTHI

dusnyeckre Mephl 3alUTHl OCHOBAHBI HA [IPUMEHEHMM PAa3HOTO POJIa MEXaHMYCCKHX,
DJIEKTPO- HIIA  DJIEKTPOHHO-MEXaHHUYECKMX  YCTPOMCTB M COOPYXKEHHH, CHCNHAIBHO
OpeHA3HAYEHHEBIX Ui CO3MaHus (U3MUYECKMX NPENMATCTBAM HA BO3MOXHBIX MyTAX
[IPOHUKHOBEHHWS M JOCTYIa MOTCHIMATBHBIX HapyIIMTeNed K KOMIIOHCHTaM CHCTEMbl H
3amuIaeMol MHPOPMALIUH, a TAKXKe TEXHHYECKHX CPEJICTB BU3YaTbHOTO HaOJIOACHNS, CBI3H U
OXpaHHOU CHUTHAJIM3aLNH.

duspueckas 3amuTa 30aHUM, NOMELIEHWH, OOBEKTOB M CPEICTB HMHGOpMATH3AIMA
JIOJDKHA OCYIIECTBIISITHCS TTyTeM YCTAHOBJICHHS COOTBETCTBYIOIUX MTOCTOB OXPaHbI, € IIOMOIIBIO
TEXHHUYECKHX CPEICTB OXPaHbl WM JIFOOBIMH APYTHMH CIOCOOaMH, MPEIOTBPAIAONMMY WK
CYLIECTBEHHO 3aTPyIHSIONMAMH IIPOHUKHOBEHHE B 3J@HHE, ITOMEIICHMS IOCTOPOHHHUX JIAI,



XuIenne HHGOPMAIMOHHBIX HOCHTENICH, CaMUX CPEACTB MH(DOPMATH3ALIH, HCKIOUAIOMIMA
HAXOYK/(EHUE BHYTPH KOHTPOJIHpYeMOH (0XpaHsieMoil) 30HbI TEXHHUCCKUX CPEICTE PasBOAKHL.

7.5 AnmapaTrHo-nporpaMMHbIe CpecTBA 3aIUThI [ DY:

Texuuueckne (amapaTHO-IPOrPaAMMHEIC) MEPBL 3alIMThl OCHOBAHBI Ha MCIOJIB30BaHMIH
PA3IIMUHBIX NEKTPOHHBIX YCTPOMCTB U CHEIHANBHBIX IPOrPaMM, BXOMAIIMX B COCTAR VCIdu n
BBITOJHSIOMHX (CAMOCTOSTENIBHO MM B KOMIUICKCE C PYTHMH cpeacrBaMu) QYHKIUK 32U THL
(AneHTH(UKAAIO ¥ ayTeHTH(UKAIKIO ONb30BATENCH, PAsTPaHHICHHAC J0CTYIE X pecypcam,
PETHCTPAIMIO COOBITHHN, KPUNITOrpadiiecKoe 3aKphITHe nadopMayy 1 T.1.).

C yueroM Beex TpeGoBaHMIl M NPUHIKMIIOB 00eCTIEUEHHS 6€30IIaCHOCTH IEPCOHATBHBIX
JAHHBIX ¥ MHQOPMAIMOHHBIX CHCTEMaX IO BCEM HAIPABICHHAM 3alllUTBl B COCTAB CHCTCMEI
3aIUThl JOJDKHEI OBITH BKIIIOYEHBI CJIC/IYIOIHUE CPENICTBA:

- Cpencta uaenT(UKAIMN (OTIO3HABAHUS) M ayTeHTHGUKAIMA  (TOATBEPIKICHHA
IIO/UIMHHOCTH) 110J1b30BaTeN el HHGOPMAIMOHHEIX CHCTEM NIEPCOHATBHDIX TAHHMIX.

- CpezicTBa pasrpaHUYEHMs JOCTYNa 3apeTUCTPHPOBAHHBIX [OJIb30BaTeNe! CUCTEMBI K
pecypcam uHGOPMAIIOHHEIX CHCTEM HEPCOHANBHBIX JaHHBIX VapexxaeHus.

- CpezicTBa 06eCIIeYEHHs M KOHTPOJIS IEJIOCTHOCTH NMPOrpaMMHBIX I nH(OpPMaInOHHBIX
peCypcoB.

- CpescTBa OIepaTHBHOIO KOHTPOJIS ¥ pEruCTpaliii coOBITHIT 6€30ITACHOCTH.

- Kpunrorpadudeckue cpe/icTBa 3alllUTEL IEPCOHATBHBIX IAHHBIX.

VCnemuoe IpIMEHeHHE TEXHAYCCKIX CPEICTB 3allliTHl Ha OCHOBAHMM HPE/ICTABNICHHLIX
BEINC [PHHIAIOB [PEAIONAraeT, HYTO BBINOJIHCHAE MCPEUMCIICHHBIX HIDKE TpeboBanuii
o0ecIeueHo  OpraHu3allMOHHBIMU (aIMHHHCTPAaTUBHEIMM) ~MepaMH UM HCIOJIB3yCMBIMU
(U3UYECKUMH CPEACTBAMH 3alHTEL

- OGecnieuena (uanyeckas HENTOCTHOCTH BCEX KOMITOHCHT nHGOPMAIMOHHBIX CHCTEM
IEPCOHANIBHBIX JTAHHBIX.

- Kaxkpiil cOTpyAHUK (IIONB30BATENH) HIX TPYINa mofik3oBaTeliei nHGOpMaNHOHHBIX
CHCTEM TEPCOHANBHBIX JAHHBIX HMCET YHHK&IbHOE CHCTEMHOC WMA U  MUHAMAIBHO
HeoOXOoMMMble Ui BLIMOMHEHHS WM CBOMX (GYHKIHOHAIbHBIX 00SI3aHHOCTEH MOTHOMOYHS 10
JOCTYIY K pecypcaM CUCTEMBIL.

-Bce wu3MeHeHHS KOHQMIypad  TEXHUYCCKUX M NPOrpaMMHBIX  CPCACTE
MHQOPMAIMOHHBIX CHUCTEM IEPCOHATBHBIX NAHHBIX MPOM3BOAATCS CTPOrO  YCTAHOBJICHHBIM
IOPSZIKOM (PETHCTPHPYIOTCS. B KOHTPOJMPYIOTCS) TONBKO HA OCHOBAHHM pacmopsKeHIH
JMPEKTOpa Y UperKISHHUL.

- CeteBoe 060pynOBaHHME (KOHIIGHTPATOPHI, KOMMYTATOPBI, MapUIpyTH3ATOPBI U T.IL.)
pacrioyiaraeTcss B MeCTaX, HEJOCTYHHEIX JUIs TOCTOPOHHMX (cmerManbHBIX  HOMEIICHUSX,
mkadax, u T.IL.).

- CenpandcTaMy  YUpesKIeHusl OCYIIECTBIACTCS —HEMPEPBIBHOE  yNpPaBJICHUE  H
aJIMHHUCTPATUBHAS TIOJUICPIKKA QyHKIMOHUPOBAHMS CPEICTB 3AMIATHI.



